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Bringing
Data..
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Al at NASA: From Data to Insights

To Actionable Intelligence
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DATA: Empowering Discovery in Science

Source for graphic: https://goo.gl/PMHPly
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Ever since we first explored our world...
..we have asked questions about everything around us.
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https://www.pinterest.com/pin/248683210647831264/

So, we have collected evidence (data) to answer our questions,
which leads to more questions, which leads to more data collection,
which leads to more questions, which leads to

Knowledge is about
connecting the dots.
@KirkDBorne

combinatorial
explosion

exponential y ~ 2 N x (exponential growth)

growth

a little = lineargrowth

https://www.linkedin.com/pulse/exponential-growth-isnt-cool-combinatorial-tor-bair
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Data Science (KDD)

Knowledge

| T Knowledge is about
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“Learn how to see. Realize that everything

connects to everything else.”

- — Leonardo da Vinci



https://quotefancy.com/quote/20445/Leonardo-da-Vinci-Learn-how-to-see-Realize-that-everything-connects-to-everything-else

GEOSPATIAL DATA SCIENCE USE CASE: ENVIRONMENTAL SCIENCE

From Data to Information to Knowledge to Understanding

Early Warning and Monitoring Systems for Geospatial Event Discovery

Data Source #1:
Satellite (LANDSAT)

Data Source #2:
Aerial photos

Data Source #3:
in situ sensors

Data Source #4:
Models

» Association & Link Analysis
» Correlation Discovery
* Anomaly/Novelty Discovery
* Clustering Analysis
Information Extracted: * Principal Components
Regional events (drought)

nsupervisec Understanding:

H : methods —g'
Information Extracted: Develop new knowledge
Local events (land use) .
on causal connections

Inf tion Extracted: and interdependencies

nrormation &=xtracted: between geospatial
Situational data . 4

(development activities) events at the

) Human-Earth system
Supervised .
Information Extracted: methods interface
Predictions & Forecasts

(e.g., changes in climate,
forestation, agriculture,...)

* Neural Networks / Deep Learning

* Support Vector Machines

» Bayesian Networks

» Markov Models

* Decision Trees (Random Forests) I
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GEOSPATIAL DATA SCIENCE USE CASE: ENVIRONMENTAL SCIENCE

Data repositories & services for search, re-use, & building the knowledge graph!

The AS pipeline= Applications, Services,

Algorithms:
Machine Learning

Data Mining

Visual Analytics
Machine Vision
Data Characterizatio

Standards & Frameworks?
BPEL, PMMIL, SIEM,
VOevent, DDDAS

N "
| INFORMATION

PRODUCTS

Data Collections:

Landsat, EO-1, MODIS, AVHRR,
ASTER, SRTM, NEON, NLIP,
Aerial, Satellite, Maps, LIDAR,
Sensor Networks, Multi-mission,
Elevation Datasets & Models,...

Scientific Expertise:
User-generated content
User-annotations data
User groups
Academic researchers
Professional societies

New Technologies:
Data Lakes
Cloud / Paas
Linked Data (RDF)
Data-as-a-Service
SQL-on-Hadoop

nowledge delivery from your data!

Applications:
Change-monitoring (Land Use,
Drought, Environmental),

Carbon Tracking, Vegetation Stress,
Emergency Response to Natural
Hazard Events, Human Needs,
Education, Planning & Development...

a

Essential Climate Variables
Land Science

Agriculture Forecasting
Climate Change & Variability
Environmental Science
Famine, Forestation, Energy

Data Services:

Visual Analytics

Predictive & Prescriptive Analytics
Ad hoc data mining & analysis
Knowledge Discovery from Data
Queryable information products
Enhanced imagery products

Data product recommendations —

15



From Data to Insights to Actionable Intelligence
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INSIGHTS: Learning Through Experience

Source for gAraphic: https://g00.gl/)znvrX
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How do we Humans Learn?

Learning from sources
of knowledge happens in
two main ways:

DIRECT INDIRECT

Facts and specific details that you retain

Experiences you must have on your own
in various methods...

to retain...

» Washington DC is the capital of the US » Balancing on a bicycle

s More than half of the coastline of the

* Pronunciation of a foreign language
entire United States is in Alaska

Moving between deductive and inductive reasoning during the learning cycle is a
learning technique used by humans and machines



https://twitter.com/KirkDBorne/status/1061286784024432640
https://twitter.com/KirkDBorne/status/1061286784024432640

How do our Machines Learn?

Five approaches to structuring machine learning algorithms

TECHNICAL
“TRIBE” MOTIVATION
-m_ APPROACH

Logic Automate the scientific Inverse
8Ic, method o

1. Fill in gaps in existing knowledge SYMBOLISTS . S Deduction

Reverse engineer the

2. Emulate the human brain CONNECTIONISTS Neuroscience human brain via math Backpropagation
model of neurons

) ) Evolutionar Replicate the evolution of Genetic
3- Simulate evolution over EVOLUTIONARIES Y the human brain over

generations Biology et Programming

Test hypotheses to
BAYESIANS Statistics determine the certainty of
knowledge

Probabilistic

4. Systematically reduce uncertainty Inference

Use previous problems /
5. Find similarties between old and ANALOGIZERS  Psychology solutions and extrapolate  Kernel Machines
new into new context



https://twitter.com/KirkDBorne/status/1061286784024432640
https://twitter.com/KirkDBorne/status/1061286784024432640

Increasingly sophisticated algorithms
are powering today’s advances in A.l.

Feed Restricted Recurrent

Perceptron )
P Forward Boltzmann Machine Neural Network

Deep Convolutional

(P} [FF] (RBM} {RNN) NEtWOFk[DCN]

Earliest and simplest neural Ideal for making Strong predictive power when used Inspired by the animal visual cortex and used for
networks; form the foundation  predictions based on past with large amounts of sequenced wide applications in image and video recognition,
for future advances behavior (e.q., Netflix information (e.g., image recommender systems, and natural language
recommendations) classification, sentiment analysis) processing

KEY: @ Inputcell (8 Back-fed Inputcell Hiddencell © Probabilistic Hidden cell @ Outputcell @ RecurrentCell Kemel NON-EXHAUSTIVE



https://twitter.com/KirkDBorne/status/1061286784024432640
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A.l. use cases and opportunities are ubiquitous
(human-machine collaboration)

Al CAPABILITY

Pattern
Recognition &

Response
Maturing/Pilots and
some scaled
Deployment

Contextual
Reasoning
In the lab

TECHNOLOGIES

Machine Learning
Software and Platforms

Computer Vision

Natural Language
Understanding

Autonomous Vehicles
and Robotics

’

Semantic or “Cognitive’
computing

EXAMPLE USE CASES

Complex task automation

Real-time dataanalysis and response

Image/video tagging
Real-time video analysis
Sentiment analysis

Virtual assistants
Chatbots

Machine translation
Speech recognition
Language detection

Co-bots

Smart manufacturing
Smart logistics
Companionrobots

Execution of tasks requiring
context, judgment
Fully autonomous vehicles

Facial recognition
Scene analysis
Biometrics

Sentimentanalysis
Textanalysis

Reportgeneration
Insight summarization

Partially
autonomous

vehicles/unmanned
systems

EXAMPLE APPLICATION

A cybersecurity algorithm detects,
classifies, and prevents a netwaork-
based attack

A video sensoron a droneidentifies
damage to an airfield runway

Virtualassistants engage with citizens to
ask about available camp grounds on
recreation.gov

A robotic surgeon performs surgery,
automatically responding to changes
in a patient’s condition in real time

A vehicle drives down a crowded city
road, responding to bad weather,
unexpected pedestrian behavior, and
obstacles in traffic



https://twitter.com/KirkDBorne/status/1061286784024432640
https://twitter.com/KirkDBorne/status/1061286784024432640

“The 2 most important

Some Ruick Pefinitions: things in Data Science are

= the practice (and science) of the Data and the Science!”
collecting and analyzing numerical data.

* Machine Learning (ML) = mathematical
algorithms that learn from experience
(= pattern recognition from previous evidence).

* Data Mining = application of ML algorithms to data.

* Artificial Intelligence (Al) = application of ML algorithms to What are
robotics and machines = taking actions based on data ( #bots ). we talking

* Data Science = application of scientific method to discovery
from data (including statistics, ML, and more: visual analytics,
machine vision, computational modeling, semantics, graphs,
network analysis, NLU, data indexing schemes [Google!], ...).

* Analytics = the products of machine learning & data science.

22



The Real Power of A.l. — there is nothing “artificial” about it!

The New Al is better than Artificial Intelligence

Accelerated Applied

Actionable Assisted

Adaptable Augmented

Amplified Awesome



https://datamakespossible.westerndigital.com/real-power-ai/

A.T. Tech Companies (the numbers in 2016)

“Pattern recognition is the basis of human intelligence." — Ray Kurzweil

Al TECHNOLOGY SUBCATEGORIES

SUBCATEGORIES OF Al TECHNOLOGIES AND COMPANIES INVESTING

Al TECHNOLOGY/DESCRIPTION COMPANY COUNT
ChatBots

Companies building or using technologies related to understanding
hurman conversations

Autonomous vehicles

Companies working on self-driving vehicle technology
Deep learning for image processing

Lots of companies focus on image recognition and sorme text
processing using deep learning algorithms

Natural language understanding

Companies that are working on deeper language level
technologies than counting words

https://www.oreilly.com/data/free/files/the-new-artificial-intelligence-market.pdf

Cognitive computing
These are companies affiliated with IBM or have adopted the “cognitive
computing” terminology, even though everyone else working on similar
technology is calling it Al

Chatbots

(Conversational Al)
Autonomous Autos

(Self-driving “anything”)
Cognitive Computing

(Seeing & Deciding like us)
Deep Learning

(CV: Computer Vision)

NLP = NLU + NLG

(Narrative Science)


https://www.oreilly.com/data/free/files/the-new-artificial-intelligence-market.pdf
https://www.oreilly.com/data/free/files/the-new-artificial-intelligence-market.pdf

The Rich Landscape of Al Startups in 2018

https://www.cbinsights.com/research/artificial-intelligence-top-startups/
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An “Easy Button” for taking Data to
Action through Machine Learning

Pattern Discovery (Detection)
— D2D: data-to-discovery

Pattern Recognition

— D2D: data-to-decisions

Pattern Exploration

— D2D: data-to-dollars (innovation)

Pattern Exploitation

— D2V: Data-to-Value (action)
— D2A: Data-to-Action (value)

Bringing

Data-

Action




The Goal of Machine Learning

“...1s to use algorithms to learn from data (training
data ="“experience”), in order to build generalizable
models that give accurate classifications or
predictions, or to find (useful) patterns, particularly
in new and previously unseen data.”

(the key is GENERALIZATION!)

https://www.innoarchitech.com/machine-learning-an-in-depth-non-technical-guide/



https://www.innoarchitech.com/machine-learning-an-in-depth-non-technical-guide/

How does a Data Scientist build a
model of a complex dynamic system?

t,-tj E kj
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We might start by modeling a complex
system like this...




We can add more features to model the
system with higher fidelity ...

exhaust pipe stack
| =0

air pre-cleaner filter
P B
4 dies (ll\O!L compartment +

-

ripper cyl iinder :

blade lift cylinder

N W |-

7.':
i s

cutting edge — shank protector

ripper shank

crawlier tractor ripper




We can add more features to model the
system W|th hlgher fidelity ...

crawler tractor ripper



Pattern Discovery is easy, but Pattern Exploitation
requires more data science...

Generalization is key! R

Size Size ‘ Size .
Oy + 612 0o + O + Oz 0o + 017 + 022 + O3 + O42*

High bias “Just right” High variance
(underfit) (The Goldilocks model) (overfit)

The most generally useful model captures the fundamental pattern in
the data and takes into account the natural variance in the data.

Source for graphic: http://www.holehouse.org/mlclass/10_Advice_for_applying_machine_learning.html


http://www.holehouse.org/mlclass/10_Advice_for_applying_machine_learning.html

Generalization is key to gaining insight

in-sight

/'in sit/

noun

[1] the capacity to gain an accurate and deep

intuitive understanding of a person or thing.
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Insights Discovery

(Graphic by S. G. Djorgovski, Caltech)

4 Types of Discovery from Data:

1) Class Discovery: Find the categories of objects
(population segments), events, and behaviors in
your data. + Learn the rules that constrain the
class boundaries (that uniquely distinguish them).

2)

( ) — Find trends,
patterns, and dependencies in data that reveal the
governing principles or behavioral patterns (the
object’s “DNA”).

3) Outlier / Anomaly / Novelty / Surprise Discovery:

Find the new, surprising, unexpected one-in-a-
[million / billion / trillion] object, event, or behavior.

4) Association (or Link) Discovery: (Graph and
Network Analytics) — Find both the typical (usual)
and the atypical (unusual, interesting) data
associations / links / connections in your domain.
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2 Examples of Insights Discovery

1) Associations
2) Graphs




Classic Textbook Example of Data Mining (Legend?): Data
mining of grocery store logs indicated that men who buy
diapers also tend to buy beer at the same time.

36



Amazon.com mines its customers’ purchase logs to
recommend books to you: “People who bought this book also
bought this other one.”

amazon.com.




Association Discovery Example #3

= Netflix mines its video rental history database to recommend
rentals to you based upon other customers who rented similar
movies as you.

NETELIX

38



Association Rule Discovery for

Hurricane Intensification Forecasting

Research by GMU geoscientists
Predict the final strength of hurricane at landfall.

Find co-occurrence of final hurricane strength with
specific values of measured physical properties of the
hurricane while it is still over the ocean.

LEEQIESIVEITIE - 5ssociation rule discovery prediction

is better than National Hurricane Center prediction!

Research Paper by GMU scientists:


https://ams.confex.com/ams/pdfpapers/84949.pdf

2 Examples of Insights Discovery

1) Associations
2) Graphs




“All the World is a Graph” - Shakespeare?
The natural data structure of the world is not
rows and columns, but a Graph!

Discovery/Graph Analytics is everywhere...

Hea|thcare
Personalized Treatment

+ Fraud Detection ¢

» Efficacy of Care e : 4.

+ Adverse Event Clustering ))lelham

% > * Disease Prediction h k

Government/Security Energy/Resources a espeal‘e'
« Patterns of Activity Analytics « Location Discovery
* CyberThreat Discovery = « Field Production Analysis
« Tax Fraud Discovery s -y 5 « Contingency Analysis
« Crime Prediction E o Y N 2 = Climate Modeling

Telecom/Media

« Influencer Discovery
* Churn Analytics

« Behavior Analytics

g - Financial Services
Life Sciences ATAEL » Market Sensing
« Drug Discovery NG T 3 » News/Trading Analytics
* Drug Repurposing 3 " » Counterparty/Risk
+ Clinical Trial Mining =" = 1= + Insider Threat
=k * AML/Compliance

http://www.cray.com/products/analytics/cray-graph-engine


http://www.cray.com/products/analytics/cray-graph-engine
http://www.cray.com/products/analytics/cray-graph-engine

Simple Example Of the Power Of Graph: The Triangle Inequality Theorem
Semi-Metric Space

Entity {1} is linked to Entity {2} (small distance A)
Entity {2} is linked to Entity {=} (small distance B)
Entity {1} is linked directly to Entity {=} (Similarity Distance C = )
Similarity Distances between A, B, and C !

12}

o PR O
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Simple Example Of the Power Of Graph: The Triangle Inequality Theorem
Semi-Metric Space

Entity {1} is linked to Entity {2} (small distance A)
Entity {2} is linked to Entity {2} (small distance B)
Entity {1} s linked directly to Entity (Slmllarlty Distance C = )
Similarity Distances between A, B, and C !

s 8
P N 7
» The connection between {1} and {3} never appears explicitly

within a transactional database.

- Examples of REEUAUSRMEEIESE from Graphs: (a) Research Discoveries across
disconnected journals, through linked semantic assertions; (b) Journeys; (c) Safety

Incident Causal Factor Analysis; (d) Marketing Attribution Analysis; (e) Discovery of
Fraud networks, lllegal goods trafficking networks, Money-Laundering networks.
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From Data to Insights to Actionable Intelligence

r =7




ACTIONABLE INTELLIGENCE:

s T

Source for graphic: https://goo.gl/ksfqib



https://goo.gl/ksfqib
https://goo.gl/ksfqib

http://bizbench.com/wisdom-pyramid/

Taking Data to Information to Knowledge to Understanding to Action

46
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Taking Data to Information to Knowledge to Understanding to Action

1) Drive around surface of Mars — take samples of items (Mars rocks):
2) Perform Intelligent Data Operations (Analytics at the Edge):
» Supervised Learning
— Search for items with known characteristics, and assign items to known classes
« Unsupervised Learning
— Discover what types of items are present, without preconceived biases; find the set of
unique classes of items; discover unusual associations; discover trends and new
directions (new leads) to follow
« Semi-supervised Learning
— Find the rare, one-of-kind, most interesting items, behaviors, contexts, or events

 Reinforcement Learning

— Enact Intelligent Data Understanding & Decision Support at the point of data collection
to maximize cumulative rewards => Business Goal Maximization through Feedback:

o "stay here and do more”; or else "follow trend to a more interesting location”
o "send discoveries to human analysts immediately”; or "send informational results later”




Smart Sensors & Sentinels for Data-Driven
Sense-Making and Decision Support

From Sensors to Sentinels to Sense

(for any application domain with streaming data from sensors)

New knowledge and insights are acquired by monitoring and mining
actionable data from all digital inputs (Sensors!)

Alerts are triggered autonomously, without intervention (if permitted),
applying machine learning and actionable business decision rules for

pattern detection and diagnosis. (Sentinels! = embedded machine

learning / data science algorithms, at the point of data collection =
trained to minimize False Positives and “Alarm Fatigue™)

“Smart Sensors” (powered by Machine Learning-enabled sentinels) will
therefore deliver actionable intelligence (Sense!)

48



Dynamic Data-Driven Application Systems (DDDAS)

http://dddas.org

4 steps from data to action in DDDAS = MIPS:

— Measurement — Inference — Prediction — Steering

The “M” in MIPS = Measurement (any type of sensor data):

The “S” in MIPS = Steering = Action!

Health & Epidemic monitoring systems, Web user interactions & actions (web
analytics data), Cyber network usage logs, Customer Service interactions,
Social network sentiment, Machine logs (of any kind), Manufacturing sensors,
Financial transactions, National Security, Utilities and Energy, Satellite imagery,
Remote Sensing, Tsunami warnings, Weather/Climate events, Astronomical sky
events, world events, ...

Machine Learning enables the “IP” steps in MIPS:

Pattern (Segment) Discovery Al -

Correlation (Trend) Discovery . S
Novelty (Anomaly) Discovery ather actionanle Insignts

Association (Link) Discovery

from streaming sensor data
« Automate any data-driven
operational system

Robotic Process Automation (RPA)

49
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Dynamic Data-Driven Application Systems (DDDAS)

« 4 steps from data to action in DDDAS = MIPS:
— Measurement — Inference — Prediction — Steering

« This is essentially the same as the OODA Loop for military
action and command decision-making (e.g., fighter pilots):

« Observe — Orient — Decide — Act (OODA)

Observe Orient Decide

Implicit

Implicit uidance

Guidance

& Control & Control

Unfolding
Circumstances

- Feed

Observations )——
~___~Forward

Outside

Information
Unfolding
Unfolding Interaction

Interaction .With
. Feedback Environment
With

- Feedback
Environment https://en.m.wikipedia.org/wiki/OODA_loop John Boyd's OODA Loop



https://en.m.wikipedia.org/wiki/OODA_loop
http://dddas.org/

Our challenge: Train the A.l. to see the world in

the ways that we do and to act on that insight!

The most exciting phrase to hear in
science, the one that heralds new
discoveries, is not 'Eureka!' but
‘That's funny...

— Ssaae Asimov —

AZQUOTES




Our challenge: Train the A.l. to see the world in
the ways that we do and to act on that insight!

You can see a lot by just looking.

(Yogi Berra)

izquotes.com




Our challenge: Train the A.l. to see the world in

the ways that we do and to act on that insight!

everything connects



https://quotefancy.com/quote/20445/Leonardo-da-Vinci-Learn-how-to-see-Realize-that-everything-connects-to-everything-else

\

Come for the Data. Stay for the Science!
Thank you!

Twitter: @KirkDBorne or Email: kirk.borne@gmail.com
Get slides here: | http://www.kirkborne.net/NASA-AI2018

Booz | Allen | Hamilton http://www.boozallen.com/ai
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